HAUBOJIEE PACITPOCTPAHEHHBIE CI1IOCOBbI XUIINEHUA
UMYIIECTBA IYTEM MOJU®UKAIIMA KOMIIBIOTEPHOM
NHPOPMALIMU U TUIINYHBIE NOCJIEACTBUA
X NIPUMEHEHUA

1. O6MaH mnoTepmeBHIEr0 MOA MPEIJOroM TMPOAAXKM Belledl HA HHTEPHET-
IUIOIIA/IKeE.

Ha ToOproBeIX HHTEpHET-TUIOMIAAKAX MPABOHAPYIIUTEIb HAXOAUT OOBSBIICHHE,
pa3MEIIEHHOE TI0JIb30BAaTEIEM O MPOAAXe KaKOro-TMO0 HMYIIECTBA, IOCIE YEro B
Pa3JIMYHBIX MECCEH/PKEepaxX MUILIET TAHHOMY MOJIb30BATEI0 O TOM, UTO XOUET NPUOOPECTH
€ro UMYIIECTBO, YKa3aHHOE B OOBSBICHUH, OJHAKO 10 PA3IMYHBIM MPUYMHAM HE UMEET
BO3MOXKHOCTH JIMYHO 3a HHUM npuexatb. OH mpejiaraet Npou3BECTH OIUIATy ITyTEM
NepeBo/ia JICHEKHBIX CPEJCTB Ha OaHKOBCKYIO IUIATEXHYH KapTouky (manmee - BIIK)
MOJIb30BATEINISI U TOCJIE TOTO, KaK OH COIVIAIIAETCS, BBICBUIAET B €r0 aJpec CCHUIKY C
(buImMHTOBOM (MOACIbHON) CTpAaHULICH calTa ONpe/eIeHHOr0 0aHKOBCKOTO WJIM WHOTO
yupexaeHus (CTpaHHWIla MOXKET OBITh BH3yaJIbHO CXO0XKa CO CTpaHUIIEH HWHTEPHET-
OaHKHHTa
U OTJIMYATHCS TOJIBKO CUMBOJIOM B aJIpECHOM CTPOKE JIOMEHHOTO MMEHH caiiTa). [lepexons
M0 YyKa3aHHOW CCBhUIKE, IO0JIb30BaTElIb HE 3aMeuaeT, YTO HAXOJIUTCA Ha MOJJEIbHOU
CTpaHUlle MHTEpHET-OaHKMHTa. B  OTKpBIBIIEMCSI OKHE Ha yKa3aHHOM cailTe
MOJIb30BATENI0, KAaK MPaBWIO, MpeajaraeTcsi BBeCTH cBou pekBu3uThl BIIK, mormn u
napojib OT HWHTEpHET-OaHKWHTra JMOO TACMOPTHBIE MaHHBIC, a TaKXe KOJ M3 CMC-
cooOmenusi. Ilocie BBoga ykazaHHOMW HWHQOpMAIMK TOJH30BATENIO COOOIIaeTcsa 00
omuOKke MO0 HEBO3MOXXHOCTU COBEPIIMThH IUIATEK. B 3TO BpeMs BCIO BBEJICHHYIO
uHGOPMAITUIO BUIUT 3JI0YMBIILICHHUK M BBOJUT Ha JICMCTBUTEIBHOM caiiTe OaHKa WA
WHOM pecypce, oJIydasi TEM CaMbIM JIOCTYH K JIEHEKHBIM CPEACTBaM >KEPTBBI U COBEpIIast
ux xuuieHue. [IpoBeass HECAaHKIIMOHUPOBAHHYIO OIEPALMI0 IO MEPEBOAY JEHEKHBIX
CPEICTB, MPABOHAPYIIUTEIh HEPEAKO COOOIAET IMOJIb30BATEII0, YTO MO TEXHUYECKUM
IIPUYMHAM HE MOKET €€ OCYIIECTBUTh, U IIPOCUT ITOBTOPUTH JECUCTBUS C KAKOW-TO APYron
KapTOUYKOM (POJICTBEHHUKOB MJIM 3HAKOMBIX).

2. O0mMaH mnomnepeBIIero MoJ MNPeIJIOroM MNOKYNKH Bellleidi Ha HWHTEPHET-
IJIOIIA/IKeE.

Ha ToproBbIx MHTEPHET-TUIOMIAKAX 3JIOYMBIIUICHHUK pa3MeliaeT O0O0bSBICHUE O
OpOoJaXKe KaKoro-aubo UMYILECTBa, IMOJIb3YIOHIETOCs CIOPOCOM, M MpPEAHAMEPEHHO
yCTaHABJIMBAET II€HYy HWXKe pblHOYHOHM. [lonmp3oBaTenu, yBUIEBIIME YKa3aHHOE
00BbsIBJICHWE, MUIIYT JIUILYy, €r0 Pa3MECTUBILIEMY, U B XOJI€ MEPEMNUCKU 3JIOYMBIIIJICHHUK
coo0I1aeT, 4YTO HE UMEET BO3MOYKHOCTH JIMYHO BCTPETUTHCS Uil TIepefadydl UMYIIECTBa,
MpeiaracT BOCIOJB30BaThCs KyphepcKuMu yciyramu (Hampumep, «JloctaBka Kydapy,
«benrmouta (EMC)», «Kypbepckas cayxk6a (CHDK)»). Ilpu cormacum mnoxymarens
MIPaBOHAPYIIUTENh BBICHIJIAET B aJIPEC MOJB30BATENSA CChUIKY C (DUITUHTOBOW CTpaHUIIECH
caliTa Kakoro-mmObO BUJA JIOCTaBKH, TJie Tpemiaraetcss BBecTH pekBu3uThl BIIK mis
OTUIaThl TOBapa, yCIyT Kypbepa, MaclopTHHIC JaHHBIC, HOMEpP MOOWIbHOTO TenedoHa, a
TaKkKe Koj u3 cMc-cooOmenus. [locme BBoma maHHOW WHOOpPMAIMU IOJTH30BATEIIO
O0OBIYHO coOOTIaeTcst 00 ommMoOKe MO0 CAlT MepecTaeT 3arpykarbes («3aBucaeT»). B ato
BpEMsI BCIO BBEICHHYIO HMH(POPMALMIO BUIUT 3JIOYMBIIUICHHUK M BBOJMUT €€ Ha
NEUCTBUTEIHLHOM caiiTe OaHKa, Modyyasi IOCTYM K JEHEKHBIM CPeICTBaM IMOJIb30BaTENs U



coBepuias ux xwulleHue. [IpoBenss HECAaHKUMOHMPOBAHHYIO OIEPALMI0 IO MEPEBOAY
JIEHE)KHBIX CPEACTB, OH COOOILAET IOJIb30BATEII0, YTO MO TEXHUYECKUM IpUYMHAM HE
MOJKET €€ OCYILECTBUTh, U MPOCUT MOBTOPUTH YKA3aHHBIE AEUCTBUS C KAKOW-TO JPyrou
KapTOYKOM (POJCTBEHHUKOB WJIM 3HAKOMBIX ).

3. O0mMaH norepmneBHIero MOJ NPeIJOroM OKa3aHUs NOMOIIM OT HMEHH
0aHKOBCKHX PA0OTHHUKOB.

Ha ™MoOWibHBIN TenepoH MOTEPHEBIIET0 MOCTYMAET BXOASIIUNA 3BOHOK OT
3JI0yMbIIUICHHUKA. Kak mnpaBuio, OpU 3TOM MOCHEIHUNA MOJb3YETCS CEPBUCOM IO
noJIMeHy HoMepa TenedoHa 1 yKa3biBaeT a0OHEHTCKUI HOMED, MPUHAIICKAIIUNA KAaKOMY -
au00 OaHKy WM CXOXHA C HHUM, JHOO HCHOJIB3YyeT Il OCYIIECTBIEHHUS 3BOHKA
Meccenpkep (Hampumep, Viber), roe y BbI3BIBaromero abOOHEHTa HMMEETCS SPIBIK C
JOrOTUIIOM OAHKOBCKOIO yupexkaeHus. Jlaiee OH mpeicTaBisieTcss COTPYAHUKOM OaHKa
(MOKeT Ha3BaTh IMOJIB30BATENS IO UMEHH M OTYECTBY, a TAKXKE COOOIIUTH YacTh HOMEpa
BIIK nubo wuHpOpManMio O HEJAaBHO COBEPIIEHHBIX OIUIATax). 3J0YMBILUICHHUK
COOOIAeT O MOJO3PUTENbHBIX OMEpaAlUAX MO MEPEBOLY ACHEKHBIX CPEICTB B KPYMHBIX
CyMMax Ha KapT-cueTa WHOCTPAaHHBIX OaHKOB WM O(GOPMIIEHUH KPEIUTOB HA MM
norepresmero. Korga mnorepneBmMii OTBEYaeT, YTO HHUKAaKMX ONEpAallMid OH He
OPOU3BOAMII, 3JOYMBILIUIEHHUK COOOIIAET, YTO YKAa3aHHbIE OIEepaluy HEOOXOIUMO
3a0JI0KMpOBaTh, B CBSI3U C YEM MPOCUT I0JIb30BATENS Ha3BaTh OTAeNbHbIE peKBU3UTHI BITK
au00 MacHOpTHBIE JAHHBIE M COOOIIAET, YTO BBICBUIAET B AJpPEC IOJb30BaTENs CMC-
COOOIIEHUE C KOJIOM, KOTOPBIM HEOOXOAMMO Ha3BaTh MOCIE 3BYKOBOro curHaia. B 3to
BpeMs BCE IMOJYYEHHBIE CBEJCHHS 3J0YMBIILJICHHUK BBOJMUT Ha caiTe OaHKa, MOJy4YaeT
JOCTYI K JIEHEXKHBIM CPEJCTBAM MOJIb30BATEIS
U coBepmaer ux xuineHue. CienyeT NOMHHMTb, YTO 3alpaliMBaeMas MPECTYIHUKOM
uH(popmanus coTpyaHUKaM OaHKa He TpeOyeTCs HU MPU KAKUX OOCTOATENbCTBAX, U OHU
He OyayT y3HaBaTh O HEW y KJIIMEHTA.

4. O0MaH moTepneBLIero Noji MpeIJoroM NOKYNKH OWJIeTOB B KHHO, TeaTp,
OpPOHUPOBaHUS KAJIBSIHHBIX, CAYH M IIP. (TaK Ha3blBaeMas cxeMa «KAHTHKHHO»).

KubepnpectynHukn ¢  (EHKOBBIX AKKayHTOB Ha  pa3jIMYHBIX  caiTax,
OPEACTAaBILSACh JACBYIIKAMHU, 3HAKOMSATCA C MY)XKYMHAMM M NPEIJararoT HPOJOJIKUTH
oOmienrie B MecceHxkepax. s yOeauTenbHOCTH OHM HAmpaBisIOT coOeceqHUKaM
doTorpaduu u rojocoBbie COOOIIEHHUs, BEIyT Oecenbl 1o TeneoHy. 3aTeM MOIICHHUKU
MPUCHUIAIOT (PUIIMHTIOBYIO CCBUIKY Ha CAlT, HalpuMep, HECYIECTBYIOIIETO KHHOTEATpa, B
KOTOPOM MpeJiaratoT NpoBecTH Bpems. MykurnHaM HeoOX0IMMO 3a0pOHUPOBATH MECTa U
Bce omuiatuth. [lorepneBume BBOAAT pekBu3uThl cBoux BIIK, TeM cambiM mpenocTtaBisis
MOIIIEHHUKAM TIOJIHBIN KOHTPOJIb HAJl KapT-cueTaMu. TakuM 00pa3oM 3JI0YMBIIITICHHUKU
3aBiajieBatoT JAeHbramu. Ilpu mombiTke 00paTUThes B ChAyKOy TMOJAEPKKH caidTa
oOMaHyThle Tpa)<laHe CHOBa IMOMaJal0T Ha KUOEPIPECTYHMHUKOB, YTO MPEMATCTBYET
CBOEBPEMEHHOMY OOpAILIEHUIO B MPABOOXPAHUTEIbHBIE OPTaHBI.

5. O0maH noTtepneBuIero Moj NMPeaIoroM MpoaJjieHusi cpoka aeiicreust SIM-
KapThl.

Ha Tenepon mocTymaer 3BOHOK OT HEU3BECTHOIO, IPEACTaBISIOLIEIOCS
opUIUAIBHBIM JIUIIOM COTOBOM KOMIIAHWUHU, KOTOpPOE COoOOIaeT 00 OKOHYaHWU CpPOKa
aeiictBust SIM-kaptel. i1 ero mpojuieHHs MOLICHHHKHU IMPOCAT Ha3BaTh KOJ U3 CMC-
COOOILEHUS, KOTOPBIA NPUXOAUT Ha TeneoH. Tak OHM MBITAIOTCS MOJYYUTh AOCTYI B
JIMYHBIN KaOMHET Ha CalTe orepaTopa CBs3H, OCIE Yero YCTAaHABIMBAIOT IEPEaapecalinio



Ha KOHTPOJUPYEMBIN NpecTynmHUKamMu Homep. MHorna st BXOXKIAEHUS K HUM B JOBEPUE
IpeAyIaraloT NeperTH MOTEPHEBIIUM MO (PEHKOBOM CCHIIKE.

6. O0MaH moTepneBUIero MO/ MPeIJIOrOM OKa3aHUS COJEHCTBUS B MOJTyYeHUH
nocblIKN HA «beamourey.

[ToTeprieBiieMy HampaBISIOTCS COOOIIEHUS O MPUILEIIIEH MOCBUIKE, KOTOPYIO
MO>KHO TMOJIYYHUTh MOCJIE 3aMOJIHEHUs HEAOCTaoIe nHpopMaliuy, epens mo ceouike. B
PEATBHOCTH K€ TMOCIEOHSs SBJseTcsl (DUINMHTOBOM, a BBOJX JJAHHBIX MO3BOJISET
MOIIIEHHUKAM TOJIYYUTh IOCTYI K KapT-CUETy U MOXUTUTH JACHBIU.

7.00mMaH moTepmeBIIer0 IMOA MPeJJOrOM OKa3aHUSI NOMOIUM  €ro
POACTBEHHUKY WU OJIH3KOMY.

Ha ™MoOWIbHBIN TelnepoH MOTEPHEBIIETO IMOCTYMAET BXOSIIUNA 3BOHOK OT
3IOYMBIIIUICHHUKA,  KOTOPBIM  COOOIIAeT, 4YTO  POACTBEHHUK IKEPTBHI  MOMAal
B HENPUATHYIO HCTOpUIO (Hampumep, oH ywactHuk [TII, eMy rpo3ur Tiopbma, OH
HaxoauThcss B OonbpHuUle). [locme storo TpyOky Oeper sKoObI Bpay (cieioBaTelb,
MWJIAILIMOHEP, MPOKYpPOp) U TOBOPHUT, YTO CPOYHO HYXKHBI JCHBIH, YTOOBI OIUIATUTH
JIOpOTOCTOSIIIEEe JICUCHUE WJIM JaTh B3ITKY (OTKYyNmUThCs»). B mpomecce nuanora
MOTEPIIECBIINMA 0ecnpeKOCIOBHO BBITIOJIHSAET TpeOOBaHUA MOIIICHHHKA!
B HCKOTOPBIX CJIydasX YCTaHaBIMBacT Ha cBoeM Tenedone mnporpammy AnyDesk,
RustDesk, ¢ momorip0 KOTOPBIX MOIIEHHHK OTCISKHWBAECT U KOHTPOIUPYET BCE €T0
NENUCTBHUS, BBIBE/IBIBAECT KOH(DUICHIIUATEHYIO uHbOpMaIIIO JOCTyTia
K OAHKOBCKOMY CYETY, BBIHYKIAa€T 0()OPMUTH U MepeohOPMHUTh KPEAUT JTUOO COOOIIAET,
YTO MPHUENET Kypbep, KOTOPOMY CIEeAyeT MepeaaTh HAIUYHbIE JeHbIU. Takum o0pa3om, B
pe3ynbTaTe MOIIEHHUYECKUX ACUCTBUI MOTEPIEBIINI JIUIIAETCA JEHEXKHBIX CPE/ICTB.

8. O0MaH nmoTepneBIIero NMoja NpeajoroM BpeMeHHOT0 3aUMCTBOBAHMSI JICHeT.

[locne  HECaHKUMOHUPOBAHHOIO  JIOCTyHNa K  CTpPaHULIAM  MOJIb30BaTENs
B COIIMAJIBHBIX CETSIX 3JIOYMBIILUICHHUK PACChUIAET OT €r0 UMEHU JIMIaM, HaXOIAIIUMCS B
pazzaene «Jlpy3bs», cooOIIeHNsS C MPOCKOON 00 OKa3aHWM TOMOIIHM, BhIPAKAIOIICHCS B
NIEPEBOJIE JIEHEXKHBIX CPEACTB, U YET0 MCHOJB3YIOTCS pasnuuHble npemtoru: «llpuser,
HEe Mor Obl Thl OJOJKUTH MHe neHer? Otmam depe3 mapy nHen», «lIpuBer, momoxw,
noxanyiicra, 10 pyoneit Ha Tenedon, s otnam», «lIpuBer, MoxHO 51 TIepeBeny Tebe Ha
KapTy CBOU JIEHbI U,
a TO Yy MEHsS 3aKOHUMJICS CPOK JEHCTBUA KapThl (MM HE MOJIy4aeTcsl NMEpPeBECTH Ha
cBOI0)?». Jlanmee MpecTynmHUK BXOAMT B JOBEpPHE K HEPABHOAYUIHBIM MOJIb30BATEISIM U
AKOOBI JJIs MEePEBO/Ia IEHEKHBIX CPEACTB MPOCUT cooOmUTh pekBu3nuThl BIIK u xonpr u3
CMC-COOOIIIEHUN. ITonw3oBaTens, BBEJICHHBIN
B 3a0JyKJ€HUE OTHOCUTEIBHO JIUIA, OCYIIECTBUBLIEIO YKA3aHHYIO pPACCBUIKY, HE
JOTAIABIIUICS O MPECTYMHOCTH €r0 HaMEpPEHWM, COOOIaeT 3ampaiiiBacMble CBEICHMUS,
BBUJY 4YEro 3JIOYMBIIUICHHUK IMOJy4aeT IOCTYH K ACHEXKHBIM CpPEICTBAM MKEPTBbI M
coBepmaer uUx XxwuileHue. [IpoBens HECAHKIMOHMPOBAHHYHIO ONEPALMIO IO NEPEBOLY
JICHE)KHBIX CPEJICTB, TO €CTh (DAKTUYECKU YK€ TOXUTHUB JCHBIM C OJHOM KapThl,
3IOYMBIIIUICHHUK YacTO COOOIIAeT, YTO IO TEXHUYECKUM TPUYMHAM HE MOXKET
OCYIIIECTBUTD ONEPAIINIO U MTPOCUT MMOBTOPHUTH YKa3aHHBIE JCHCTBUS ¢ KaKON-THO0 qpyron
KapTOYKON (POJICTBEHHHUKOB WJIM 3HAKOMBIX), YTOOBI MPOJOJDKUTH XUILIECHUS C APYTHX
OaHKOBCKHX CUYETOB.

Bce npuBeneHHbIe MpUMEPHI MOKA3bIBAIOT, YTO MOIICHHUKU UCIOJIB3YIOT (PaKTop
HEOXKMJIAaHHOCTH M CO3JAl0T ISl JKEPTBbI MaKCHUMAaJIbHO HEYJO0OHBIE, OrpaHUYEHHBIE T10



BPEMEHHU YCIIOBUA JUIsl aHayiu3a mnpoucxojsuiero. OosiyHo ux untepecyer Homep BIIK,
JIOTHH Y TIApOJIb OT KaOMHETA MOJIb30BaTENs, KOABI U3 CMC-COOOIIICHMUS.

JJis Toro 4ro0bl 00€30MacuTh ce0sl M CBOU JIEHE:KHbIEe CPelICTBa, HE0OX0TUMO
co0JIIIATH CJIeAyI0IIHe PABUJIA:

HE pa3riiamarh JIOTHHBI, HOMepa TenedoHoB, maposwm, [IMH-kombl, pekBU3HUTHI
BIIK, pacuetnbix cuyeroB, cekpetHblie (CVC/CVV-koubl, 1aHHBIC KacaTeIbHO MOCICTHUX
MJIaTEXKEU U CpoKa JEUCTBUS MJIACTUKOBBIX KAPTOUEK TPETHUM JIUIIAM;

NOJKJIIOYUTh M HMCIOJB30BaTh TexHoyoruio «3D Secure», kotopas obecrieunBaeT
06e3omacHOCTh IaTexeil B cetd MHTepHET, MO3BOJISET OJHO3HAYHO MIACHTU(UIIUPOBATH
MNOJJTMHHOCTH JeprKaTelsl KapThl, OCYIIECTBISIONIETO ONEPALNIO, U MAKCUMAIbHO CHU3UTh
puck MolueHHuyecTBa. I[lpu wucnonb3oBaHuM H3TOM TexHojoruu Jnepxkarenb bBIIK
NOJATBEPKIAACT KaXKIYI0 ONEpalMi0 MO CBOEH KapTOYke CHElUaIbHBIM CEaHCOBBIM
napoJjieM, KOTOPBI OH MOJIy4aeT B BUJIE CMC-COOOIIEHNUS Ha CBOM MOOWMIIbHBIN TeNe(oH;

HCKJIIOYUTh Tepeadyy MOCTOPOHHHUM JIMIIAaM TOJYYEHHBIX B CMC-COOOIICHUSAX
CEaHCOBBIX TMapoJIeH JJIsi MOATBEPXKACHUS onepaiuid, a Takxke cBoux BIIK, kakum Obl TO
HH OBLIO CITOCOOOM;

BBOJIUTh CEKPETHBIC JaHHBIC TOJBKO Ha CaiTax, 3alUIICHHBIX cepTUhUKATaAMU
0e30MacHOCT W MexaHu3MaMu mu@poBaHus. [[oMeHHbIE HMMEHa JITHUX PECYpPCOB B
aJIPeCHO CTpPOKE KaxI0ro Opay3epa HaunHaroTcs ¢ https://, a ue http://;

MPOU3BOJIUTh PETYJSIPHBIA MOHUTOPUHT BBIMOJHEHHBIX OINEpalUii, HMCIOJIb3Ys
paszell ¢ UCTOPUEN IJIaTeXKEeW, KOHTPOJIUPOBATh CBOU CIIMCAHUS,

UCIIO0JIb30BaTh JOTIOJTHUTEJIbHBIN YPOBEHB 0e30macHOCTH (cucteMsbl
MHOTOYPOBHEBOU ayTeHTU(HUKAIINH, CMC-UHPOPMUPOBAHUE O PACXOTHBIX OTMEPAIIUSIX);

nono0path  CJIOXKHBIA  Maposib, HUCHONb3ys  HaOOp uudp, 3aryIaBHBIX
U CTPOYHBIX OYKB, KOTOPBIA Oy/eT TOHSATEH JWIIb BIAACNbIly akkayHTa. V3MeHSTh
napoyib Kaxjaple 2-4 Heenu, €clid MOJb3yeTech UYy)KMMU KOMITbIOTepaMH JUisl BXOJa B
CUCTEMY UHTEpHET-OaHKUHTa;

HE TMPUMEHATH aBTOMATHYECKOE 3allOMUHAHUE Tapojied B Opaysepe, eciu
K MIEPCOHAIBHOMY KOMIBIOTEPY OTKPBIT JOCTYII IOCTOPOHHUM JIMIIAM HIIH €CJIH JIJIs BXOJa
Ha CallT UCTOJIb3YETCSI KOMIIBIOTEP OOIIEro JOCTYMa;

yCTaHaBJIMBATh AaHTUBUPYCHYIO 3aIlUTy, CBOEBPEMEHHO OOHOBJISISI 0a3bl JAHHBIX
BUPYCOB U IITTUOHCKUX YTUJIUT;

npuBsizath kK MAC wnmm IP-aapecy Bxoa B nTu4HBIN KaOWHET HA CaiiTe MHTEPHET-
OaHKHHTA;

BbIKIIabIBaTh GoTtorpaduio BIIK B ceth MHTEpHET, MOCKOIBKY MMEIOIMUXCS Ha
U300paXEHUU CBEJACHUW MOXET OBbITh JOCTATOYHO [IJIi COBEPIIEHHUS OIepaluil c
MCIIOJIb30BAHNEM ITUX JIAaHHBIX 0€3 BeJoMa BIaJeIbIla.
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