Hawu6oJ1ee pacnpocTpaHeHHbIe CIOCOOBI 3aBJIA/ICHUS] PEKBU3UTAMU
A0CTYNA K 0AHKOBCKHUM CUeTaM

1. Bummnar (anra, vishing, or voice phishing) - oaun u3 MeToI0B
MOIIICHHHYECTBA C HCIMOJb30BAHUEM COLMAIBHOM HMHXKEHEPUHU, KOTOPHI
3aKJII0YAETCS B BBIBEJICHUU 3JI0YMBIIIJICHHUKOB KEPTBHl Ha KEIAEMYH MOJENb
MOBEJCHUSI C I1EJIbI0 3aBiaJieHuss KOH(MUIEHUUAIbHON uHbOpMaAUu IS
NOCJIEAYIONIEr0 XUIIeHUs: cpeAcTB. Kak mnpaBuio, s COBEPIICHHS] 3BOHKA
MPECTYIHUKH UCTIONB3YIOT OJUH U3 PACIPOCTPAHEHHBIX MECCEHIKEPOB, UCTIONb3YS
¢byHKIMI0 moAMeHbl Homepa. Kak creAcTBHe, y MOTEpIEBIIEr0 Ha HKpaHe
MOOUJIBHOTO TeneoHa MOXKET OTOOpakaTbCs COBEPIIECHHO 000 HOMeEp
TenedoHa, 3aJaHHbIN 3JTI0YMBIIUIEHHUKOM. Takke MPEeCTYIMHUKN MAaCKUPYIOTCS MO
JIOTOTUIIOM  Y3HAaBaeMbIX Oelopycckux OaHKOB, BBOAS B  3a0JyKJI€HHE
HNOTEHUHUANIBHBIX XKEePTB. OT UMEHU OAHKOBCKOT'O COTPYAHMKA WUJIU MPEICTABUTES
IPABOOXPAHUTENBHBIX OPraHOB 3JIOYMBIIUJICHHUKH COOOILIAIOT JKEPTBE, YTO
HEOOXOJMMO OCYIIECTBUTh Kakue-IM0O JeHCTBUS ¢ OaHKOBCKOHM IIATEKHOM
KapTOM, TaK KaKk KTO-TO JIMOO MbITAETCS IOXUTUTh C HEE IEHEXKHbIE CPEACTBA, 00
oopmiiier KpeauT, JAMO0 TMPOU3BOAUT MOAO3PUTENBHYIO OIUIaTy. 3aBiaJieB
peKBU3UTaAMH OAHKOBCKOM IUIATE€XKHOW KapThl, NPECTYMHHUKH OCYILECTBISIOT
XMILEHUE JIEHEKHBIX CPEACTB ¢ OAHKOBCKOI'O cuera nmorepneniiero. B mocnennee
BpeMsi Haubojee akTyaldbHasi cXema - HOOYXIEHHE >KEPTBbl OTKPBITh KpPEIUT.
3JI0YMBIIIUICHHUKH COOOIIAIOT KEPTBE O TOM, YTO SIKOOBI KTO-TO TMOCTOPOHHUM
NBITAETCS. OTKPBITh KPEIUT HA €€ UM, U IS €ro JeaKTUBAUUU HEOO0XOIUMO
CaMOCTOATENLHO OOpaTUTHCS B OAHK U OTKPBITH KPEIUT, MEpPECiaB BIIOCIEICTBUH
PEKBHU3UTHI CUETA.

2. @ummHr (ot auri, fishing - peioHas JoBJs, BbIyKUBAHUE) - OJTUH U3
BHUJIOB MOILEHHUYECTBA, LEIbI0 KOTOPOIO SBIIAETCS IIOIY4YEHUE JA0CTyna K
KOH(DHUICHIIMATBHBIM ~ JTAHHBIM ~ TIOJIb30BaTeNe  (JIOTMHAM W MapoyisiM) W
NOCIEAYIOUIET0 XMILEHUs JIeHeXHbIX cpeactB. Haumbonee wacto maHHas
IPECTYIIHAsE CXEMa pEaJU30BbIBAET B OTHOLIEHWH KIMEHTOB TOPIOBBIX
MHTEPHET-IUIONIaI0K. BrICTynasi B poJid MOKyMartesis, 3JI0YMBIIUICHHUK HaXOAUT
IpoJaBlia TOBapa M BCTYMAeT ¢ HUM B MepemnucKky B MecceHmkepax («Vibery,
«Telegram», «WhatsApp»). OH cooOIriaer, 4YTo TOBAap €ro 3auHTEPECOBAT U YXKe
AKOOBI COBEpUIMII MPEAOIIaTy (3a4acTyl0 BBICBHIJIAETCS CKPUHILOT 3JIEKTPOHHOTO
YyeKka O MepevyucieHuu cpeAcTB). [ns Toro, 4ToObl MOMYYUTh JAaHHBIE CPEICTBA,
NpOJaBIly SIKOObI HEOOXOAMMO NPOWUTHU MO THUIEPCCHUIKE M BBECTH JIaHHBIE.
HeBHuMMaTeNbHBI UHTEPHET-TI0JIB30BATEIb MOKET U HE 3aMETUTh MOJAMEHbI, TaK
KaK MOAOOHBIE CTPaHUIIbl BU3YaJIbHO CXOXKHU C OPOPMIICHHUEM CAWTOB M3BECTHBIX
cepsucoB (Kydap, EPUIL, CDEK, bennouta, cailTel pa3inuyHbiXx OaHKOB U Ap.).
Anpec moanenbHOW BEO-CTPAHULIBI TaKXKe MOMKET HAllOMHHATH pealbHbIN
(knfardostavka.by, erip-online.cor, belamsbank24.xyz, cdek-zakaz.info u mp.).
Ecnu xepTBa «momajgeTcss Ha YOOUKY» W 3aMOJHUT (POpPMY, COOTBETCTBYIOLIHME
PEKBU3HUTHI JOCTyNa K OaHKOBCKOMY CUETy OKaXyTCsl Yy MpecTymHuka. Yepes
CUUTAaHHBIE MHUHYTHI 3JI0YMBIIINIEHHUK OCYILIECTBISIET AOCTYI K 0AHKOBCKOMY CUETY
U TIEPEBOJIUT JICHEKHBIEC CPEJICTBA HA KOHTPOJIUPYEMbIE UM OAHKOBCKHUE CUETA WJIH



AIIEKTPOHHBIE KOIIEJIbKH, 3aPETUCTPUPOBAHHBIEC HA NTOICTABHBIX JIMII.

3. CB0oOOAHBI 10CcTYyn K 0aHKOBCKOW KapTe. B psine ciiydaeB npuunHoOR
XUIIEHUH ¢ OAHKOBCKUX CUETOB CTAHOBSTCS HE XUTPbHIE CXEMbl MOIICHHHKOB, a
OaHalbHAsl yTepsl KapThl, OCTaBJICHUE €€ B JIETKOJOCTYITHOM MECTE WM Iepeaayda
WHBIM JMIAM JUIsl OCYUIECTBIICHHMSI pa30BbIX ILIaTeXkel. Pa3HOBHUIHOCTHIO
10100HOTO JIETKOMBICIUS ABJISIETCS XpaHeHHne (OTon300pakeHN it 0aHKOBCKUX KapT
WIN TUIATeKHBIX PEKBU3UTOB B MAaMITH MOOWUIBLHOTO TelepoHa, B MOYTOBOM
aKKayHTe WIH JUCTAaHIMOHHOM 00Ja4yHOM XpaHWINLIE. [Tpn
HECAaHKIIMOHUPOBAHHOM JOCTYNE K TAKOMY XPaHWIMILY HPECTYIMHUK MOJIy4aeT
OecnpenaTCTBEHHBIA TOCTYI K 0AHKOBCKOMY CUETY €ro Biiajenbla. PUck ocrarbcs
0e3 3apaboTaHHBIX JCHEKHBIX CPEACTB Takke yBenuuumBaeT xpaneHue PIN-konma
PSAAOM C KapToil (Hampumep, 3allMCaHHbIM Ha OyMa)KKe B KOLIEIbKE WJIM Ha CaMOM
O0aHKOBCKOM KapTe).

4. lMokynka ¢ mpeaomnJaroi. Hanbosnee mpocToit, HO OT 3TOr0O HE MEHee
paboratouieit  ¢popMoOil  MHTEpHET-MOLICHHUYECTBA, SIBISETCS  pa3MeElIeHHE
MPECTYIMHUKAMU OOBSBICHUNM O TPOJAKe KAKUX-TUOO TOBApOB MO OPOCOBHIM
neHam. Ho nnst ero momydyeHus (SK0Obl MOCPEACTBOM MOYTOBOM MEPECHUIKU WIIH
CIIy’)KObl JTOCTaBKH) TpeOyeTcsl NepeurcieHUuEe MpefoIiaThl WIM 3aj]aTka Ha
yKa3aHHBIE «IPOJIAaBIIOM» OAHKOBCKYIO KapTy, AJEKTPOHHBIN Kolienaek. OObIYHO
MOCJIE TEPEUYUCITICHUS OXKHIAEMBIM TOBAp TaK M HE MOCTYIAET, a «IIPOJIaBEeI»
NIEpPECTAET BHIXOJIUTH HA CBSI3b.

5. lHlanTamx. B HEKOTOpBIX cioydyasx 3J0YMBIIUIEHHUKH MOTYT YIPOXaTh
pasrialieHueM  pa3iuyHbIX  KOMIPOMETUPYIOIIMX  CBEIEHUA C  IIEJIbIO
BbIMOTaTenbcTBa. ColmanbHbIe CETH — 3TO KJIaJ1€3b IEPCOHAIIBHON UH(POPMALIMH O
yenoBeke. [loydnB HECAaHKIMOHUPOBAHHBINA JOCTYI K CTPaHUIAM B COLIMAIbHBIX
CEeTSIX, MEPENHCKE SJEKTPOHHBIX MOYTOBBIX SIIMKOB M OOJIAYHBIM aKKayHTaM H
3aBJIaJIEB U300PAKECHUSAMH, HE MPEJHA3HAYEHHBIMU ISl MTyOJIUYHOTO MPOCMOTPA,
MPECTYITHUKHU BCTYIAIOT B MEPEMUCKY C MOTEPIEBIINMU, TPEOYS pa3HbIEC IEHEKHBIC
CYMMBI U YTpOKasi B ClIydyae 0TKa3a paclpoCTPaHUTh UX B ceTH MIHTEpHET.

6. Onnaitn-urpbl. MHIycTpuss NPOU3BOJCTBA UTP IS MEPCOHATBHBIX
KOMIBIOTEPOB U MOOMJIBHBIX T'a/I)KETOB JIABHO CTaJI0 BHICOKOJOXOIHBIM OU3HECOM.
He ynuBUTENbHO, YTO TIOBBIIIEHHBIM BHHMAaHUEM OHAa TMOJB3YEeTCS U Yy
MOIIEHHUKOB. [[eHHOCTh TYT MPEACTABISIOT M AKKayHThl MOJIb30BaTENIeH, K
KOTOPBIM HEPEAKO NPUBA3aHbl PEKBU3UTHl OAHKOBCKUX IUIATEXKHBIX KapT s
MOKYIIKH UTPOBBIX MPEUMYIIIECTB, U KOJUICKIIMOHHBIE MPEIMEThI, KOTOPhIE UTPOKH
TaK)Ke HepEeAKO MPUOOPETAIOT 3a pealIbHbIE IC€HbIU.

B nocnennee BpeMsl y4aCTWJIMCh CIIyd4aW CO3/1aHUs (PUIIMHTOBBIX CaWTOB,
OPUMEHTHUPOBAHHBIX TOJ 3alpoChl TOJb30BaTelie B TOUCKOBBIX CHCTEMAaXx.
['paxxnane momanaroT Ha HUX npsmo u3 Google m Yandex mocie 3ampocoB THia
«bemapycbank muuHbIil KabuHETY, «benarponpoMOaHk UHTEPHET OAHKUHT» H T.J.
YBUIEB 3HAKOMBIN 3ar0JIOBOK Y JIOTOTHII CANTa B BbIIAYE PE3YJITATOB IOUCKA U HE
YIOCTOBEPUBLIMCh B  COOTBETCTBMM  aJpeca  cailTa  JAEHCTBUTEIBHOMY
OJHOMMEHHOMY HMMEHH OaHKOBCKOTO YUYPEKICHHsS, MOTEPIEBIINN 3arloIHseT
OTKpBIBIIyIOCS (opMy aBTopu3auuud. B pe3ynpraTe BBEIEHHBIE JIaHHBIC
OTIIPABJISIFOTCS MPECTYITHUKY, a HE OAHKY.



Taxxe mpuoOpena MOMYJISIPHOCTh MOIICHHUYECKAsh CXEMa, CBSI3aHHAs C
IPOBEJCHUEM SIKOOBI «PEKJIaMHBIX aKIMi» OT MMEHU HU3BECTHhIX B benapycu
TOproBoix OpsHAOB. Ilocne mnpoxoxnaeHWss ompoca Ha TOIAEIBHOM —CaiTe
(MpakTUYECKU HE OTIIMYUMOM OT OPUTHMHAIBHOIO) MOJIb30BATENO IS MOTYUECHHUS
BBIMIPBILIA [PEAJArajJoch CKayaTb W YCTAHOBUTb MOOWJIBHOE MPHIIOKEHHUE,
IpUBS3aB K HEMY OOHYCHYIO U OaHKOBCKYIO KapTy. Eciu jkepTBa BBINIOJIHAJIA 3TO
YCIIOBHUE - MOIIEHHUKH OJIy4aal PEKBU3UTHI I XUILEHUS JEHEKHBIX CPEICTB.

Yro0bl _He cTaTb _ KepTBOM _ KUOEPHPECTYNHUKOB  He00X0AMMO
NPUIEPKUBATHCS CJASAVIONINX NPABUJI:

HUKOTJIa, HUKOMY U HH TpPU KaKUX OOCTOATEIhCTBAX HE COOOIIaiTe
PEKBU3UTHI CBOMX OAHKOBCKMX CUETOB M OAaHKOBCKMX KapT, B TOM YHCIIE JIULAM,
MPEACTABUBLIMMCS COTPYAHUKAMU OaHKA UM IPABOOXPAHUTEILHBIX OPTraHOB;

HE cieayeT cooOmarh B Tele(OHHBIX pa3roBopax M NpH OOLICHUH B
COIICETSIX TMOJHBIA HOMEp KapToukH, cpok ee nekctBus, kogq CVC/CVV
(Haxonsuecss Ha OOpaTHOW CTOpPOHE KapThl), JIOTMH UM Mapojb K
MHTEpHET-0aHKUHTY, MAacIOPTHHIE JaHHbIE, KOJOBOE CJIOBO (LHU(pOBOH KOI) U3
SMS-coo0miennii;

B cllyyae IOCTYIUJIEHUS 3BOHKA «OT COTpyAHMKA OaHKa» HEO0OX0IUMO
YTOYHUTH €ro (paMuiInio, HoMep TenedoHa, MOCie Yero 3aBepUINTbh pa3roBOp U
caMHM IIO3BOHUTH B OaHK UJTU B KPYTJIOCYTOUHYIO CIIYkO0Y cepBuca, HOMEP KOTOPOM
HaIMCaH Ha 0OOPOTHOM CTOPOHE TIATeKHOM KapThl. COOOUIUTE O CIYyYMBILIEMCS.
Ckopee Bcero, HUIKakKMX HECAHKIMOHUPOBAHHBIX ONepaluuid He ObUIO, U HUKTO U3
OaHKa HE 3BOHUII,

B TOM ClIy4ae, €CJIM C UCII0JIb30BaHueM Baiiero cuera u npaBia KTo-To OyaeT
NBITaThCSl COBEPIIUTh HECAHKIMOHUPOBAHHBIE ONEPALMH U OAHK 3TO 3aMETHUT, TO
€ro COTPYAHHMKM CIEpPBAa MHUIMATUBHO 3a0JIOKUPYIOT OAHKOBCKYIO IJIATEXHYIO
KapTy, 3aTeM cooOuar Bam nmpuunHy NpuHATOrO peieHus (HUUero He yTouHss) U
IOPUTIACIT MOCETUTh OaHK C MACIOPTOM Ul MOJYYEHHUS HaJIMYHBIX JIEHEKHbIX
CPEIICTB U HAIlMCaHUs 3asBJICHUS HA NIEPEBBIITYCK KapThl;

HU B KOEM CJly4yae He MPEAOCTaBISINTE JOCTYN K MOOMJIBHOMY YCTPONCTBY
noctopoHHUM Junam! Hukora He ycTaHaBiuBaiiTe mo npoch0aM HE3HAKOMBIX JIHII
OporpaMMbl  YIAJIEHHOTO  JOCTyIa, Takue, Hampumep, Kkak «AnyDesky,
«TeamViewer» u ap. He cooOraiite He3HAKOMBIM JIMIIaM CeaHCOBBIE Kobl! Uepes
T TPUJIOKEHUS] MOUIEHHUKH MOTYT TMOJYyYUTh JOCTYNl K MOOWIbHOMY
MPUIOKEHUIO MHTEPHET-0aHKMHTa Ha BameM ycTpoiicTBE M COBEPIIUTH XUIICHUE
JICHEKHBIX CPEJCTB. YUTHUTE: COTPYAHUKH 0AHKOB HMKOT/1A HE HCIOJIb3YIOT ISl
CBSI3M ¢ KJIMeHTaMu MecceHkepbl («Viber», «Telegramy, « WhatsApp»);

B HAacTosilee BpeMs MPOCTO HEOOXOJUMO HalIMuuMe BTOPOM OaHKOBCKOM
IJIaTEXKHOM KapThl, HE MPUBS3aHHON K OCHOBHOMY OAHKOBCKOMY CUETY (HarpuMmep,
3apIuilaTHOMY). OJTOM KapToll paccuMThiBaiiTecb B ceTu HHTepHeT, 3apaHee
MOTIONHSISL €€ Ha HeoOXoauMyto cymMMmy. B Takom cimyuae Bel cMoxkeTe 00e30macuTh
CBOM OCHOBHOW OaHKOBCKH cueT. MHOrue GaHkM mpeiaraloT CBOMM KIMEHTaM
yCIyry BBIIYCKa «BUPTyalbHOM KapTel». [Ipouecc ee OTKpbITHS He TpedyeT
MOCEIIEHUST KJIMEHTOM OaHKa M MpeACTaBisieT COO0OM JTOCTaTOYHO OBICTPHIi
nporecc. B utore Bbl cranere obnagareneM 3I€KTPOHHOTO aHaJIora 0aHKOBCKOM




KapThl, MOCPEICTBOM KOTOPOH CMOXETE pacCUUTHIBATBCS 3a YCIYTM B CETH
HNuTtepHer 0e3 pucka CKOMIPOMETHPOBAThH OCHOBHOM OaHKOBCKHil cueT. IIpocto
nepeja OrlaTod IMOMOJIHUTE €€ HEeOOXOAMMOM CyMMOM C OCHOBHOM KapThl - U
HUKAKUX Mpooiiem!

KaOKIpI Biazenen; OaHKOBCKUX IUIATEKHBIX KapT MOXET HaCTPOUTh
COOCTBEHHBIN alTOPUTM O€30MACHOCTH MPU MX UCTIOIb30BaHuU. [ obecnieuenus
COXPaHHOCTHU JICHEKHBIX CPEJICTB, pa3MEIICHHBIX Ha OAHKOBCKUX CUETaX, KaXIbIi
JIep)KaTellb KAapTOYKM IOCPEICTBOM CHCTEM JIHMCTAHIIMOHHOTO OaHKOBCKOIO
OOCITy)XMBaHUSI ~ MOXET  yCTaHOBUTh  WHAMBHUIYaJIbHBIC OTpaHUYECHHUS
(mumuthl/3anpetsl). Cpeu OCHOBHBIX - CIEAYIONIHE: TOMKITIOYCHUE TEXHOJIOTHH
3D-Secure  (oOs3atenpHOE — MOATBEPXKACHHE  ONEpalldid,  COBEpIIAEMbIX
JIEp/KATENsIMA  KapTOYeK € MPUMEHEHUEM HX DPEKBU3UTOB B ceTu HHTepHeT);
YCTAaHOBJICHHE OAHKOM-3MUTEHTOM OrpPaHUYEHHE Ha MPOBEACHUE PACXOIHBIX
ornepanuii (MakcuMajbHas CyMMa M KOJIMYECTBO ONEpaluil B ONpPEIENICHHBIN
NEpUOJ BPEMEHM); BO3MOXKHOCTb CAMOCTOSATEIBHO YCTaHaBJIMBATh OTPAHUYCHHUS
(Ha mpoBeneHue omnepauuid B cetd VHTEpHET, Ha coOBepllIEHUE OIepanuil B
KOHKPETHOH CTpaHe, HAa COBEPIICHNE OTAEIBHBIX BUJIOB ONIEPALINN);

U JOCTyNa K CUCTEMaM JUCTAHIIMOHHOTO OaHKOBCKOTO OOCITY)KMBaHHS U
JUYHBIM aKKayHTaM HEOOXOJMMO HCIIOIb30BaTh CJIOKHBIE MAPOJIU, HCKIIIOYAOIIIE
BO3MOXKHOCTh MX HoJ00pa. PekoMeHyeTcss cocTaBiIsATh KOMOWHALIMU TapoJiel He
MeHee ueM u3 12 3HakoB (LuGpb, OYKBHI U CHUMBOJIBI B Pa3HOM PETUCTPE).
Co3znaBaiiTe yHUKaJIbHbIE MAPOJU ISl KaXAOro cepBHca B OTAEIbHOCTU. CTOUT
BO3JIEPKAThCS OT MapoJIeii, COCTABICHHBIX U3 1aT POXKJIECHUS, UMEH, (PaMUIIUi - TO
€CTh Te€X, KOTOpbIE JErKO BBIUUCIUTH U3 OOIIENOCTYNHBIX HCTOYHUKOB
uH(popMauu (Harpumep, TeX ke CoOUualbHbIX cetei). Takxke ciaeayer peryiaspHo
MEHATh MapoJid, 4eM yamie - TeM Jjydiie. [lonb3yiTech TOIBKO MPOBEPEHHBIM
MEHeIKepaM Maposeit!;

IpU MOCTYIUIEHUH B COIMAJIBHBIX CETSIX COOOIICHUN OT JIMI], COCTOSLINX B
KaTEeropuM «Apy3bs», ¢ IpOCh0aMH O MPEAOCTaBICHUM PEKBU3UTOB OAHKOBCKUX
IUTATEXKHBIX KAPTOUEK - HE CIIEAYET cpa3y K€ OTBeYaTh Ha MOJOOHbBIE COOOIIEeHNs!
Hepenko Takume mnpockObl pacchulaloTCs OT HMMEHH Jpy3ed MpecTymHHKaMH,
B3JIOMAaBIIMMHU aKKayHT B COIIMAJIbHOM CETH M TOJYyYMBIIMMHU JIOCTYI K
KoHuAeHIManbHO! nepenucke. [loaToMy cHauana HEOOXOIUMO CBSA3ATHCS C ATUM
YeJIOBEKOM (110 TeseOHy, JINYHO BCTPETUTHCS) U YTOUHHUTD, IEHCTBUTEIBHO JIU OH
HYKJIa€TCs B IOMOIIIH;

HEesIX 3alllUThl YCTPOMCTB HEOOXOJMMO MCHOJb30BaTh JIMIEH3MOHHOE
IporpaMMHOE 0OecrieueHne, PeryyisipHO OOHOBIISTh MPOTPAMMHOE OOeCrieYeHUE U
OMEpallMOHHYI0 CUCTEM. YCTAaHOBUTHh AHTHUBUPYCHYIO IMPOTpaMMy CJEAyeT He
TOJIBKO Ha MEPCOHANBbHBIA KOMIBIOTEP, HO U HA CMapT(OH, MIIAHIIET U PETYJISIPHO
OOHOBJIATS €€.

Mamepuanst noocomosnenvr CnedcmeenHbiM YnpagieHuem
Cneocmeennozo komumema PB no I poonenckoii obnacmu



