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KUBEPBE3OITACHOCTDB U IPO®OUJIAKTUKA
KUBEPIIPECTYIHHHOCTHU

(012 npeocmasumeneil UHMeNNUZEHYUU)

JlaBaiiTe ceroas moropopum 06 MHTepHeTe, Kak 0 MecTe, B KOTOPOM
MOXKHO TpPOTAacTh, U B KOTOPOM pPEAIbHO IMPOIMANal0T MHOTHE JIIOJAH. A
ObIBaeT, U 1eNble CTpaHbl. «l ubenvHoe mecmo HMumeprnem» — Takas Tema,
COTJIaCUTECh, 3BYYHMT 3aMaHUYMBEH, YeM €CIU MPOCTO  CKas3aTh:
«Kubepbezonacnocmov u npogunrakmuxka xubepnpecmynHocmuy. XOTS
CMBICJI pa3roBOpa BCE paBHO Oy/I€T UMEHHO TaKOM.

NHTepHeT Kak opyxue NPOTHB HAC

BcriomauMm ¢ Bamu, yTo HMHTEpHET co3pgaBasicss B aMEPUKAHCKHUX
BOEHHBIX JTA0OPATOPUSIX — U C T€X TOP BCE C HUM CBSI3aHHOE TaK WM MHA4Ye U
POU3BOIUTCS, U pabOTaeT Kak opyxue. Kak opyxue mpoTus Hac.

CkaxeMm, cmyTHUKOBBIII MHTepHeT oOecnieunBaeT CBsA3b HA 1oJie 004.
CoumajbHble CeTH IMO3BOJSIIOT COOMpaTh TPYNNbl JIIOAEH U aHOHHUMHO
yOpaBiATh MMHU Ha paccTossHuU. KpHNTOBAIIOTBI — HEOTCICKUBAECMO
OIUIAYMBATh KYpaTOPOB TAKUX CETEU U JIIOOBIX TEPPOPUCTOB B MIPUHIIUIIE.

Hapepnoe, He MHOrMe oOpaTtwiu BHHMMaHuE, Kak 3umon 2023 roma
yepe3 COLUAIbHBIE CETU TOMNBITAJUCh HATPABUTh WICHOB HMHTEPHET-
coobmiectBa «UBK Pénan» Ha (yTOonbHBIX (aHaTOB. ITO OBUT OAMH W3
TPEHUHI'OB, OJTHO U3 CAMbIX HAaTYpPaJIbHBIX MOJIEBBIX YUCHUI. A TOIYUYUTCS JIU
3yMepOB-O00TaHOB, HE BBUJIE3AIONMIMX M3-32 CBOUX KOMIIOB, BBIBECTU Ha
YIHILIBL, J]a €€ U CTPABUTh CO CHOPTUBHBIMHU «YJIbTPAC» (OpeaHU306aHHbLE
2PYNNbL CHOPMUBHBIX OONIeNbUIUKOB)?

Oxkazanoch, 4TO COBPEMEHHbBIE TEXHOJIOTMH TMO3BOJISIOT YK€ M TaKoe
nenath. [IpaBaa, mpaBOOXpaHUTENU 10 PEATbHBIX CTHIYEK UM JIOWTH HE Jalu.
Opnnako oueBuAHO: HTEpHET U3 Mmost 005, T/ie X0351€Ba BCETO — aHTJIOCAKCHI,
JIOPOC YKE U O UHCTPYMEHTA PEATLHOIO BIUSHUS HA KUBBIX JIHOJICH.

JIto6oe HaxkaThe Ha JI000H KiIaBHUAType — 3TO OJHOBPEMEHHO €Ie W
MMChMO aHTJIOCaKcaM, MO0 ThI MOXKEIIb YTO XOYellb JeJlaTh U XOTh Kak
HKPAHUPOBATHCS, HO KJIABUINIA €CTh KiaBuia. [1Moc Kakaplii COBpEMEHHbIN
rapKeT HOKIAJbIBACT «B UEHTP» (uru 6 JIHenu, uiu 6 «8AULUHSHOHCKUU
06Kkom») 000 BCEM, YTO MPOUCXOJUT HE TOJHbKO BHYTPU HEro, HO U BOKPYT.
Takum 00pa3oM 3amajJHUKU — TPU JKEJIaHUM — MOTYT 3HAaThb BCE O
MPEANOYTEHUAX OEIOPYCCKOTO, HAIPUMED, MPOIAraHIucTa.



BrnioTe 10 TOrO, rZie TOT MK Ta MPOBOJUT BBIXOJHBIC, KyJa CHayaja
CMOTPHUT HA JIETKOMBICIEHHBIX KAPTUHKAX, O YeEM UMEHHO pa3rOBApUBACT B
KypWIKE U Ha 4TO MPEAINOYUTAET TPATUTh 3apaboTaHHbIE KOHTPIPONAraHaou
TOHOPApBHI.

Kubeparaku Ha BUPTYaJbHOM 10JIe 005

CeronHsa HU OJWH YEJIOBEK, HU OJIHA CTPaHa HE 3acCTpaxoBaHa OT TOTO,
4TOOBI CTaTh 00OBEKTOM KHOEpHanaaeHuss. MacCHpOBaHHBIE XaKePCKUE aTaKu
SABJISIFOTCSL OJHOM M3 CaMbIX 3HAYMUTEIBHBIX M MOCTOSHHO PACTyIIUX YIrpo3
115 Tio0anpHoM Oe3omacHOoCTH B XXI Beke. B3710M KOMITBIOTEPHBIX CHCTEM
CrOCOOEH Tapaliv30BaTh II€JIbIE OTPACIH MPOMBIILIEHHOCTH, MPUBECTH K
MacIITaOHbIM YIKOHOMHYECKUM MPECTYIIICHUSM, OCTAHOBUThH PadOTy OAHKOB,
3aKPBITh a9POMOPTHI U T.J.

Brosine ompegeneHHO MO 3ToMy TOBOAY Bbickazaiics IIpe3ugeHt
Pecnnyonuku benapycy A.I'.Jlykamenko: «Bo eécem mupe nabarooaemcs
pocm kubepamaxk. Ilpuuem amaxyiom npesicoe eécezo cmpamezuyecKue
00beKmul, 20Cy0apCmMEEHHblEe OpP2aHbl, Npeonpuamusi, O0AHKOECKYIO
cucmemy. To ecmv uenvw ux A6AAWMCA OCHOGHbBIE NYHKHIbL
JHcu3HeobecneueHus 1100020 20cyoapcmea, 6 mom ducie u Hawiezo. Imo
O00UH U3 IJIEMEHMO08 2UOPUOHOUL 80UHbL, 0YeHb onacHblil Iaemenm. Llenv —
HaHeCmMU MAKCUMAIbHBLIL Yuiepd IKOHOMUKE U 0ecmaduau3uposams
6 umoze oouecmeo. Cnedyem odezonacums Hauie 20Cyoapcmeo ¢ yuemom
mo20, YmMo y HaAC eCmb)).

Hano nmornumats, 4to mr000e 9ykoe MporpaMMHOE 00ECTICUCHUE MOKET
OBITh M3HAYAJIIBHO 3apa)XKEHO 3aKJIaJIKOM C BO3MOXKHOCTBIO YJIAJIEHHOTO,
CKQ)KEM TakK, MOJIPbIBA. A €llle 3aKjaJKa MOXET ObITh 3aJ05KEHa aIllapaTHo,
Ha JTane KOH(QUIypUpOBaHUS 4YMMOB ycTpoictBa. M ecnm mpo Bunoosc,
HarpuMep, Mbl OOBIYHO HE J[yMaeM, Kak Mpo MUHY 3aMEJIJICHHOTO JIEUCTBUSI,
TO J000H COBPEMEHHBIM CMapT(OH TEOPETUYECKH MOXKET TaKOWM MHHOU
CTaTh B JIIOOYIO MUHYTY.

Mpb1 Beab MHOTO pa3 C BaMU CIIbIIIATM WM YUTAIU, KaK FOPSAT WIH
B3PBIBAIOTCS 0aTapen B MOOMIIBHBIX TenedoHax, mpasaa xe? A eclid 3T0 OHU
He camu? Hctopus apabo-uspauibCkux neiiodxcepos TOKa3bIBaeT: OYCHb
JTaXe MOXKET ObITh, YTO U HE CaMU. BOATHCS ITOTO KAXKIbIHA JE€Hb, HABEPHOE,
HE HYKHO, HO TIOMHHUTH 00 ATOM CTOWUT.

JIOTIOJTHUTEIBHY IO OTIaCHOCTH Krbeparakam u IPYTUM
BBICOKOTEXHOJOTUYHBIM MPECTYIICHUSIM MPUIAIOT BceoOIast
uudpoBu3anus ¥, CIeAOBATEIbHO, 3aBUCUMOCThL BMeCTE CO CTHPAHUEM
rpanun. Takke — JOCTYMHOCTh MHCTPYMEHTOB BMECTE€ € HEBBICOKHM
YPOBHEM KOMIBITEPHOH TIpaMOTHOCTH Tpaxaad. KuOeparaku HbIHYE
CTaJIM TeoNnOJIUTHYECKMM MHCTPYMEHTOM U UCHOJIb3YIOTCS JJIsl IIMHOHAXKA,
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JecTaduIn3any 0OCTAaHOBKH, BJIMSHHS Ha BBIOOPHI M HaHECEHUs yIepbOa
KpUTHYECKOU UHPPACTPYKType 06€3 00BABICHUS OTKPHITON BOWHBI.
Cnpaeouno:

llo pezynemamam uccrnedosanusi komnanuu Positive Technologies,
yucno kubepamax 6 cmpanax CHI' evipociio noumu 6 3 pasa 6o |l keapmane
2024 2., ecau cpasuusams ¢ mem dxce nepuooomM npeovloyujeco 200d.

Ilpu smom benapyco 3amsana 3-e mecmo 6 peumunce cmpan CHI,
KOmopble uauje 6ce20 no08epeaomces Kubepamaxam.

Kaowcoas namas amaxa 6 benapycu npuxooumcs Ha 20CCeKmop
(22%). Ha emopom mecme — cghepa npomviuinennocmu (14%), a Ha
mpemveti cmpouke — unancosas ompaciv (11%). Mnozo amax maxoice
HayeleHbl HA CEeKMop MeNeKOMMYHUKayul, cgepvl HAYKU U 0OpazoeaHus
(8%).

Kaowcoas emopas «ubepamaxa (57%) npusooum K ymeuke
KOH@uOeHyuanvHolx  Oauuvix. Pejice  onu  Hapywarom  0cHO8HYIO
oesimenvHocms (16%) unu Hecym npsamole punancosvie nomepu (8%). bonee
NONOBUNBL YKPAOCHHBIX CBEOCHUll COCMAGTAION NEPCOHANbHble OanHble U
KoMMepueckas mauna. [l psaoosvix noavzosameiel Yy8CMEUMENbHOU
ocmaemcsi Kpaxca 0eHez Ha KApmouKax u KOUleIbKax.

Kak ¢ stum Gopothea? B benapycu OJHHM M3 KIIIOYEBBIX PEIICHHI
CTaJIO IOJIMTUCAHUE ['maBou rocyzapcTaa Yka3za
Ne 40 «O xkubepbOe3onmacHocTWw», Ha 0aze KOTOpPOro B Hallel cTpaHe
chopMUpOBaHa OCHOBA KOMILIEKCHOT0O MHOTOYPOBHEBOI0 MeXaHHM3Ma
NPOTUBOAEHCTBUS KHOepaTakaM Ha TOCYJAapCTBEHHbIE OpPraHbl H
OpraHu3allfK, KPUTHUYECKYI0 HHGOpMaImoHHy0 uHpacTpykTypy. Co3man
HannonanbHblil IeHTp KMOEpOE30MacHOCTH, a MHOTHE KPYIHBIE KOMIaHUU
Takke  CHOPMHUPOBAIIM  COOCTBEHHbIE  LIEHTPbl  MHPOPMALMOHHOU
0€30MacHOCTH.

C 1 wmapra 2024 r. B benapycu (QyHKUHOHHUPYET MeEXaHU3M
NPOTUBOJACHCTBUA HECAHKUMOHUPOBAHHBIM ILUIATEKHBIM OIEPALMSAM,
Korga y  OaHKOB  TOSIBUJIACh  BO3MOXKHOCTH  TPHOCTAHABIMBATH
IIOJIO3PUTENBHBIE IIEPEBOJABI U COBMECTHO C IIPABOOXPAHUTEIbHBIMU
OpraHamu pacciaeI0BaTh UHIUICHTHI.

Cnpagouno:
Coenacrno onybauxosannvim Oannvim om Positive Technologies,

6 2024 200y mawa pecnybonuxa szausna 70-e mecmo uz 166 cmpau 6

petimunze NSCI (om awnen. National Cyber Security Index, Hayuonanvuuiii

uHoexkc Kubepbe3onacHocmu) no yposHio Kubepbe3onacHocmu, yYCmynus no

amomy undekcy cpeou cmparn CHI' nuww Mondose, Azepbatiodcany u
Poccuu.

NHTepHeT Mo KOHTPOJIEM CHELCIIYKO
A eme UHTEepHET, NOCKOJIBKY MBI BCE K HEMY HEINPEPBIBHO
oOparaemcsi, BKJIaJbIBa€T HaM B TOJOBbI CBOM CMbICIbl. CBOM — 3TO Te€,
KOTOpBIE MpoIucaHbl B «Bukunenum», a OTTyla NONAJAOT CHAadalla B



IIKOJIBHBIE U CTYJACHYECKUE TOJIOBBI, 3aTEM — U BO BCE MHTEIUIEKTYAJIbHbBIE
KOHCTPYKTBI ~MOJHBIX  MBICIHUTENCH, dYTOOBI TMOTOM CTaTh  SIKOOBI
«o0men3BecTHBIMUY. Cama ke WHTEPHET-IHIUKIoNeAus (yoice MHO2OKPAmHO
Oviio0  onybaukosano) Kak MUHUMYM ¢ 2008 Troma pemakTtupyercs
®denepanibHBIM  OrOpo pacciaenoBanuii (namee — DBP) m IleHTpaibHBIM
pa3BebIBaTEIIbHBIM yITpaBicHueM (faiee — [[PVY).

HeotBpatumo rpsiier U BpeMs MCKYCCTBEHHOTO MHTEJUIEKTa (J1ajee —
NN). Vxe ceituac 3anajg npuHUMAET OTPAHUYUTEIbHBIE MEPHI.
Cnpaeouno:

Vuuseepcumem — Bbouwna  paszocnan — poccuUucKum — Cmyoenmam
V8e0OMIeHUsL 0 MOM, YmoO OHU OOJblUle He MO2Ym noceuwams psio Kypcos no
HU, ananuzy oamnvix u 3D-mexnonoeusm. Taxoe pewenue oOvscHsemcs
canxkyusamu EC: obyuenue no smum HanpasieHusm s6isaemcs mexHuyeckou
nomowwvio Poccutickoti @edepayuu.

Kozoa memyam 3assunu, umo 3mo yucmou 600vl OUCKPUMUHAYUS,
cecpecayus u HapyuieHue npas 4eioseKd, npecc-ceKpemaps YHugepcumema
CHOKOUHO OmMEemui, Ymo OHU «OMKPbIMbl Ol 6CeX UHOCMPAHHBIX
CMYOeHmo8 U Npomus OUCKPUMUHAYUU, OOHAKO 3anpem Ha Kypcol

ouckpumuHayueti e cuumaemcsy. Lllancoe na cyoebnoe peuwieHue, Kax
NOHAMHO, Hem.

Hano momuHHTB, 4TO OOJbINAs YacTh COLMAIBHBIX CETEH HE TOJIBKO
CO3/IaHa  AHIJIOCaKCaMM, HO M  KypHUPYETCS  aHIJIOCAKCOHCKHMH
crierciny>k0amMmu HampsMmyro. HemaBHO amMepuKaHCKUN HE3aBUCHUMBIN TOpPTAal
MintPress News  omyOiauMKoBalm ~ MTOTM  CBOMX  MHOTOYHMCIIEHHBIX
paccie0BaHui, U3 KOTOPBIX CTAHOBUTCS MOHATHO, YTO Jitoau u3 L{PY, ObP,
['ocnema, HATO wu papyrux rocyJapCTBEHHBIX HWHCTUTYTOB PETYJISIPHO
HAIpaBJsIOTCS Ha CHYKOy B COLMAJbHBIE CETU (Hanpumep, makue, Kax
Facebook, Google, TikTok u Twitter).

Tam oHM paboOTalOT B CHOEIUAIBHBIX CTPYKTYpax (ckajicem, omoei
0osepus u 6e3onacHocmu, ynpasieHue 6e30nacHoCmu U Mooepayuy KOHmeHma u
m.n.), GaKTUYECKU BIUSAA HA TO, YTO BUAST U YMTAIOT MIJUTAAPIBI JIFOACH O
Bcemy Mupy. Tak ke, Kak U Ha TO, YTO OOBIYHBIC >KUTENIH, TPAXKIAHE,
n30UpaTeN He BUJISAT, HE CJIBIIIAT U HE YATAFOT.

B paccnenoBanuu mnpuBeneH OOJBIION CHUCOK (aMUIMi  SKOOBI
obiBIIUX coTpyaHukoB [[PYu ®BP, nepemeamux Ha padoTy B colMaIbHbIC
CETH M 3aHUMAIOIIUX TaM Ba)KHBIE C TOUKHU 3peHUsl (POPMUPOBAHUS TIPABUIT U
KOHTEHTA JNOJIKHOCTH.

NmMmeHHO Te «OBIBIIME COTPYAHUKH» OOBIYHO PEHIAIOT, KOrO U 4YTO B
COLICETSAX HAN0 «MUHUMHU3UPOBATHY (noodasisimp), a KOIO WIH YTO
«IUTKOCOBATHY (PACKPY4UBAMD).

Cnpagouno:

Bom menonmwii cnucox «bowviguiux compyduukoe», 6ceco aJce maKux
dceHmoe COmHuu.
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Jon bepmon, xomopas 6 2019 200y ocmasunra 00AHCHOCHD
cmapuie2o cosemHuka no umHosayusm oupexmopa ©PBP, umobvr cmamv
cmapwum OupeKmopom no cmpamezuu U onepayusim 6 cghepe npasa,
20Cy0apCmeeHHol NOAUMUKU, 0oeepusi u besonachocmu 8 Twitter.

Jrceipp Kapnmon — xomanoyrowui Kopnycom mopckoii nexomsl u
oasnutl anarumux pazeeoku ILIPY u ®BP, ¢ mae 2021 2. noxumyn
IIpasumenvcmeo, umobwvl nepetimu 6 Twitter na OondicHOCMb cmapuie2o
MeHeddHcepa npocpammuvl o 008epuUIo U 6€30NaACHOCMU.

Xeitnu Yane — Ovigwull 3amecmumenv 2lA8HO2O HOPUCKOHCYIbMA
Munucmepcmea eHympernHeli 6e30nacHOCmMU U 3aMecmumenb NOMOWHUKA
oupexmopa @®BbP, komopas nokunyna 610po, umobsl cmams 3amecmumenem
2NIABHO20 1OPUCKOHCYIbMAa KomnaHuu Meta u 3anumamuvces gonpocamu
KubepbezonacHocmu u pacciedo8anuil.

Jwcou Yan, komopwiii 6 2021 200y ocmagun nocm KOMAaHOYIOULE20
Apmuu  CILIA, umobvt cmamv MeHeOHcepoM NpocpamMmuvl 008epus U
beszonacnocmu 6 Meta.

Innen Hukcon — ovisuwas acenm DOBP, cmaswas menedicepom no
paccaeoosanusam yepos Facebook.

Yeppenn U. — oviswuti acenm O@BP, pabomarowui cneyuanucmom no
gonpocam noaumuxu 8 Twitter.

Aapon bepman — acenm L[PY 0o utona 2019 2., koeoa on noxumyn
nocm cmapuie20 MeHeodcepa No AaHAIUMuKe, YmooOvl Cmamev CMAapuium
MeHeoHcepoM No NPOOYKMOBOU NOJUMUKe 8 obaacmu OesuHpopmayuu 6
komnanuu Meta, mamepunckoti komnawuu Facebook, Instagram u
WhatsApp. Ilo cnosam A.bepmana, HblHewHss O0JHCHOCMb Oelaem e2o
271460l KOMAHObI, Komopas nuwem npasuia ona Facebook, onpeodenss,
«4mo npuemaemo, a 4mo Hemy O/ mpex C JUUWHUM MIPO NOab308amenell
naamghopmul. Ilpasuna 0ns noumu noa08UHbL HACENeHUs. 3eMu.

NHTEepHeT KAK MHCTPYMEHT NMCUXO0JOTHYeCKOT0 MAHUITYJTUPOBAHUS

Hano mpusHaTh: HacC MpUy4uiId, a Mbl C BaMH, KaK U BCE€ OCTaJbHbIC
KUTEeNn 3eMd, TpUBBIKIM W K MHTEpHETY, MW K cmapTdhoHaMm, U K
COITMAJIbLHBIM CETAM, W K KpunrToBamtoTaM. M He coOupaemcss HU OT dYero
OTKa3bIBaThCs. M K Mpojia’kaM JTMYHBIX JAHHBIX MPUBBIKJIM, U K TOCTOSHHOMY
KOHTPOJIKDO  T€OJIOKAllUM, W K  MOPOCIYIIMBAHUIO  OKPYXKAIOIIETO
MPOCTPAHCTBA. ..

[ToaTomy nmaBaiiTe XOTsi Obl HHPOTUTHEHY COOJIIOAATH, XOTS OBl CBOIO
roJIOBYy B UYHUCTOTE JepkKaTb. ITO M OyAeT Halll MUHMMAJbHBIA BKJIaJ B
KnOepOe30MacHOCTh U B MPOPUIAKTUKY KHOEPTIPECTYITHOCTH.

Cnpaeouno:
3a 8 wmecayes 2025 2o00a HayuonanvHolli yeump 3aujumol

NEPCOHANbHBIX OaHHLIX noayyun 21 ysedomienue O HAPYWIEHUU CUCmeM

3auumovl NEPCOHANILHLIX OAHHBLIX, U3 KOMOpbIX 06a — 00 ymeuke. Ilo

mpebosanuto yeHmpa yoaneHo boaee 3,3 MIH 3anuceli, a maxdice bonee 2,7 MIH

8U0€0- U aAYOUO3ANUCelU, CO0ePIAHCAUUX HE3AKOHHO 00pabambvleéaemyro
KOHGUOeHYUATbHYIO UHDOpMayuio.



B bBenapycu co3maHbl  HeoOXOAMMBIE  YCIOBUS JJIS  3aIIUTHI
NEPCOHANIBHBIX JAHHBIX W 0€30MAaCHOCTU JIMYHOCTH M OOIIeCTBa MPH HX
ucrnosib3oBanuu. 3akoH PecnyOnuku benapych «O 3ammre nepcoHaibHBIX
JTaHHBIX», TpUHATEIM B 2021 romy, maeT MOHATh, Kakyko HWHQOpMaIuio
O YEJIOBEKE MOKHO COOMpPATh U PACIPOCTPAHSITH, @ KAKYIO HE CTOUT.

Cnpasouno:

UYmobwl 3auwyumums ceou auyHvle 0anHvle 8 Mnmepreme u uzbescams
npooaem, pekomeHoyemcs coo100ams HeCKOJIbKO NPOCMbLX NPABUIL.

1. Bcecoa eHnumamenvrHo uumaiime, Ha YmMo @bl Oaeme collacue.
Hzyuaiime noaumuxy o6pabomku NepPCOHANbHLIX OAHHLIX, U3 MeKCmda
KOMOPOU MOJCHO NOHAMb, KaKUe 8auiu OanHvle 6y0ym cooupams u Kax ux
UCNOIbL308aMb,

2. Ucnonwv3ytime HaoedicHble Napoau u eKIoyaume 08YXEaKmopHyo
3awumy, 4moodvl NOCMOPOHHUL He CMO2 6310MAMb GAUIU AKKAYHMbL.
Cnedyem ¢ MakcumManbHoOU OCO3ZHAHHOCMbBIO NOOXOO0UMb K DA3MEUeHUIO
JUYHOU uHpopmayuu 6 coyuanvHulx cemsx. He cnedyem onyoauxosvieams
nacnopmusie OauHvie, DAHKOBCKUE peKsU3UmMbl, Jomo Ounemos, ciyiceoHvle
OOKYMeHmbl U M.N.,

3. Byobme ocmopodchbl ¢ NOOO3PUMENbHBIMU NUCOMAMU U 360HKAMU
— 9mo modcem Ovbimb NONBIMKA OOMAHOM NOJYHUMb NEPCOHATIbHBLE OAHHbIE.
Pecynapno obnosnsiime npocpammvl u awmusupycel, a Onsi pabomovi
6 Uumepneme svioupaiime moaibko nposepeHHvle Catimsl U NPUTLOIHCEHUS,

4. BepescHo omHocumecs K C8OUM U UYHCUM OAHHBIM: He coodwatime
PEKBU3UMbBL KApM, NAPOAU U JTUYHYIO UHDOPMAYUID HEZHAKOMBIM JTUYAM,
ocmepe2aiimecs MOWEHHUKO8 U COMHUMENbHbIX COOOWEeHUl, 0opawaimecs 8
npagooxpanumenvHole op2anvl. Bcecoa coxpansiime 300posblii CKENMuyusm
U He MOPONUMeCcs 8bINOHAMb HENPOBEPEHHble UHCTPYKYULL.

Haubonee pacnpocTpaHeHHBIMH  BHAAMU  KHOEPMOIIEHHUYECTBA
B Pecnybnuke bemapych mo-npexxHemMy SBISIOTCS (PMIIMHI, TO €CTh Kpaka
JMYHBIX JAHHBIX, 1 MOIIEHHUYECTBO ¢ 0AHKOBCKUMH KAPTaMHU.

Cnpagouno:

Ipumepsvl camuvlx pacnpocmpaneHHbIX CXeM:

360HKU om umenu oaunka, compyonuxa MBJ/], KI'b u unbix
20CY0apCMEEeHHBIX O0P2AHO08, K0204 MOULEHHUK, UCHOAb3YS MEXHOL02U0
NOOMeHbl HOMepd, 360HUM C HOMePA, NOX0MCe20 HA OQUYUATbHBIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONepayuuy ¢ Kapmotl, «J10KUposKe
cuemay UIU «NONBLIMKE B310MA», a4 Ol «3aWuUmsly UIU «OMMEHbL
onepayuuy npocum coodbwums CVV-xo0, Oanmvie uz SMS-coobwenus c
KOOOM NOOMBepI’COeHUs, Napoib U3 UHMEPHem-0aHKUHea UIU nepesecmu
OeHbeU Ha «De30NACHbILY (HA camMom Oene NOOKOHMPONbHbIUL MOUEHHUK))
cuem,

Guuwiunzosvie SMS-coobwenun u nucoma, xozoa npuxooum SMS-
coobulenue U IeKMPOHHOE NUCLMO C COODWeHuemM o «DJIOKUpoOsKe
Kapmoly, «npooneme C HAIO2OM», «8blucpblule 8 Jlomepee», KOmopoe
Cco0epocum CcolIKy HA QUIUUHEOBbIL UHMeEpPHem-pecypc (catim — KIOH),
KOMOpblil  8bl2I0UM  KAK — OQuUYUanvHblll  uHmepHem-pecypc  OaHka,
HAI02080U UlU OPY2020 20CYOAPCMBEHH020 0p2ana, 20e mpebyemcs 66ecmu
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JIO2UH, NAPONb, OAHHble NIAMENCHBIX CPeOCm8, Nocie 68004 KOMOPbIX
cogepuiaemcs xuujenue;

MOUIEHHUYECM8A 8 COUUAbHBIX CEMAX U MeCCeHoxcepax («Vibery,
«WhatsApp», «Telegramy), koeoa 310yMblULIEHHUK 683/1AMbLBAE AKKAYHM 8
coycemu um cozoaem ¢Herikogulil, NOXONCULL HA He20, Nuuiem OaAUKUM
POOCMBEHHUKAM OM UMEHU 61a0eiblyd AKKAYHMA, YMmoO CPOYHO HYIHCHBI
OeHb2U HA «OUeHb BAJICHOe 0el0» (CILOMAICSA meleqOoH, NONAl 8 CLONCHYIO
cumyayuto, nonan 6 JTII u Op.), npoca HuUKomy He 360HUMb, JUOO
ananocuyHas npeovloyuell cxema, K020a MUWEHbI0 CIMAHOBAMCs OpY3bsl, a
MOWEHHUK Om UMeHU Opyea nuwem, 4mo 3acmpsii 3a cpaHuyel, y He2o
VKpaAu 0enbeu/O0KyMeHmbl, U RPOCUM CPOUHO nepesecmu CpeoCcmad,

MOUWIEHHUYeCmea Npu OHIAUH-NOKYHKAX HA NI0WAOKAX hno
npooaxice moeapoe (mopeosvle NIOWAOKU, MAPKEMNIELUChl, Ccoycemi),
K020a MOWEHHUK pazmewjaem NpusiekamesvbHoe 00bsAsleHUue 0 npooaice
moegapa (mexumuxa, OemcKue Gewju, HCUBOMHblEe) NO 3AHUNCEHHOU YeHe,
npocum 100% npedonnamy wna xapmy unu uepez EPUII, nocne ueco
ucuesaem. Ananoeuunas, Ho oopamuas cxema, K020a dHcepmea npeoiazaem
mogap K npooaxce, a MOUIEHHUK, UCNONb3YSL €20 KOHMAKMbul 6
MecceHOdcepax U COYUAIbHLIX Cemsx, npeoiazaem Kynumv mosap ¢
00cmagKoil, sIKoObl OOPMIEHHOU OHIAUH, NPUCLIIAS DUUUHCOBVIO CCHLIKY
0151 oniamol, NPeOHA3HAYEHHYIO Ol NOJYYEHUS OAHHLIX NIAMENCHbIX
cpedcme U NOCaedyoue20 XujeHust OeHeNCHbIX CPeOCms;

(elikoevle unmepHem-mazazunsl, K020a co30aemcs Kpacuswlii caim-
OOHOCMPAHUYHUK ~UIU 2PYNNA 6 COYUAIbHOU cemu  (3a4acmyio 8
«HUnucmazpam»), ¢ 02pOMHLIMU CKUOKAMU HA AKMYAIbHLIL Y HACENeHUs.
moseap (mexuuxa «Apple», caodosas mebenb, Hady8Hble Oaccelinyl,
bpenoosas ooedxcoa u Op.), a nocie Npedoniamvl Mmosap He NPuxooum, a
catim uau 2pynnel ucuesaiom, JIUOO COOOWEHUs JHcepmevl  oanee
UCHOPUPYIOMCSL,

MOUWIEHHUYECMEA NOO0 6UOOM 20CYOaApPCHIBEHHBIX OP2AHO08, K020d
Jicepmee  nocmynaem 360HOK OM UMEHU «cyovuy, «compyonuxka MBIy,
«HAN020801L» ¢ MpebosaHUueM CPOYHO ONIAMUMb HeKUU QUKMUBHBIU 0072,
wmpag unu NOULIUHY, YePOHCAsL Apecmom CHemo8 Ul OpyeUM HaKa3aHuem,
npoCcsAm YCMAaHo8Ums NpuiodceHue OJisi YOaileHHo2o0 0ocmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuema», umo oaem um
NOJIHbLU KOHMPOIb HAO YCMPOUCMBOM NOMEPNesuLe2o;

¢unancosvle nupamuodvl u UHEECMUUUOHHbBIE MOUWIEHHUYECMEA,
maxkue KAk — NPeoNoNCeHUs.  «BbICOKOOOXOOHbIX — UHBECMUYUL» 8
KpUnmoeanomy, Oupdcu uiu cmapmanvl ¢ 2apaHmupoSaHHbIM 6blCOKUM
00X000M, U NO HAYALy MO2YM 0ddice 8bINIAYUBAMb HeOONbUIUEe NPOYEHNDL,
umobbl nomepnesuiull 6Hec ewje 00Jbule OEHENCHLIX CPeoCms8 U Npusei
POOCMBEHHUKOS, OpY3eli U 3HAKOMbIX, NOCle 4e20 NPOoeKm 3aKpbleaemcs, d
OeHedicHble CpedCcmea NOXUAIOMCsL,

BLIMOZAMEILCIBO HA UHMUMHOU NOU8e ((CEKCMOPUIEH»), K020a
MOUWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCEPMBOLL, 6MUpaemcs 8 0osepue,
CKIIOHsIem K 00ujeHuio 8 gudeouame UHMUMHO20 XapaKkmepa iy K omnpaske
OMKPOBEHHBIX (hOMO, 3anuUcvléaem udeo Ul 0elaem CKPUHWOmbl, a 3amem
wanmasicupyem, mpeodys 0eHbeU, Yepodxcas pazociamv Mamepuansbl 8cem
OPY3bAM U POOCMEEHHUKAM HCEPMBHI.



YTo TYyT MOXHO M HYXHO JeiaTh, BeJb 0OphOa MPOTUB TaKOro BHA
MPECTYIUICHUH — 3TO COBMECTHAsl 3a00Ta rocyJapcTBa U camux rpaxaan? He
Hago0 00sAThCS. BakxHO eXemHEeBHO coOoAaTh MpaBuiaa HHGOOPMAIIMOHHOM
TUTUEHBl — U JIeJIaTh 3TO C TEM K€ PBEHHEM, KaK Mbl BCE MBUIU PYKH MOCIE
nepsbix u3Bectuir 0 COVID-19. HacrauBath, 4TOOBI Tak ke Benu ceOs U
POJICTBEHHUKH, W 3HAKOMBIC, U KOJUICTH. YUNUTh HHGOPMAITMOHHOW THTUCHE
JETEN.

N nomuuth: B I1000M, Hdake caMOM TIPOJAYMAHHOM CHCTEME
0€301MacHOCTH — U OCOOCHHO B CaMOM MPOJYMAaHHOM — YEJIOBEK SBIISETCS
caMbIM cJa0biM 3BeHOM. [103TOMYy B HMH(OpPMAIMOHHYIO 3MOXY IMOBBIIIATH
CBOIO JIMYHYIO [IU(GPOBYIO TPAMOTHOCTh HAJ0 HETPEPHIBHO.

CoBpeMeHHbIE TEXHOJIOTUU UTPAIOT BCE OOJBIIYIO POJb B Pa3IMYHBIX
OTpaciisiX, TAaKUX KaK KOCMOC, 3JIpaBOOXPaHEHUE, MPOMBIILIEHHOCTD,
(¢uHaHChl, 00pa30BaHKe, TPAHCIIOPT... Aa BO Bcex oOnactax xu3Hu! OT yat-
00TOB /10 OECHUJIOTHBIX aBTOMOOUJIEH — UCKYCCTBEHHBIN MHTEIIEKT MEHSET
HaIl  Mup, Jaenas ero komdoptHee u yaoOHee. OpHako macmTad
Bo3aercTBusa MU Ha yenoBeyeCcTBO HAM €I1€ MPEACTOUT OCO3HATb.

«C 00HOII cMOpOHBl, COBpPEeMEHHbIE MEXHOI02UU CO30al0m MblCAYU
HOBbIX 603MoOMCcHOCmell u nepcnekmug. C Opy2oui cmopoust, O0HU
HOPOHCOAIOM MHOMCECME0 PUCKO8 U y2po3 — (heiiku, Oe3ungopmanus,
amaku Ha Kpumuueckylo ungppacmpykmypy. Hmea cnocobnocms K
camoodyuenuio, Imom uncmpymenm (IpUM. — UCKYCCTBEHHBIM UHTEIICKT)
MoOdCcem Rnozyoumev uenoseuecmeo, eciu €20 GblNYyCMUmb U3-NO00
KOHmponsa... », — BOT Ha 4To oOpatun BHUMaHue [Ipesument PecmyOnuku
bemapycey A.I'.Jlykamenko 28 HosiOps 2024 1., BeIcTymas B AcTaHe Ha
cammute OJIKb.

KopoTko mnoapiToxkuM: Kakue Obl 3((EeKTUBHBIE MEpPblI 3alIUTHl HU
IIPUHUMAJIUCH HA F'OCYIapCTBEHHOM YPOBHE (a OHU NPUHUMAIOMCS, NPOCMO 00
9MOM HeNb3sl, NO NOHAMHbLIM NPUHUHAM, 2060PUMb 6CIYX), BCE-TAKU KIIIOUYEBYIO
posib B obOecriedeHMH OE30MACHOCTH WrpPaeT OCBEAOMIICHHOCTh M
BHUMATEIIBHOCTh Ka)KJ0TO U3 HAac. MBI caMH JOJDKHBI OBITh OCTOPOKHBIMH U
OJTHOBPEMEHHO TOTOBBIMH aIAITHPOBATHCSI K HOBBIM YIPO3aM, YTOOBI OBITH B
COCTOSIHUM CO3/1aBaTh KaK MOXXHO Oosiee Oe30macHyr cpeay i BCEX
IpaXK/IaH.

Cnacu6o0.



